Non-NPK ETW capture

Version: 0.1

Introduction:

The Intel® Trace Hub (Intel® TH) hardware is a set of functional blocks with the ability to perform full
system debugging. That is, the Intel Trace Hub is not intended for hardware only or software only, but for
full system debug. Specifically, it allows for testing the interaction of hardware and software as they

produce complex system behaviors.

Traditional NPK system setup.

Target Platform

Host System Closed Chassis
Adapter (CCA)

Network Cable

Problem Statement:

Though NPK provides full-fledged solution to capture software (ETW) Traces , Hard ware and firmware
traces, Still the solution requires a complex hardware setup even to capture windows ETW traces. It would
be ideal to have stand alone application which allows to enable , capture ETW traces and create the trace
file with PVT decodable format without using the traditional NPK setup.

Stand alone Application (ETWCapture.exe):
To overcome hardware dependency, Standalone application is implemented which has capability to
enable ETW providers, and start/stop tracing and to be able to create the trace file which can be

decoded with PVT decodable format.
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Follow the instructions below to capture ETW traces with standalone application.



Launch Application
The application should be running in “Administrator” mode to be able to capture traces.

1. Launch From Explorer
Locate the folder where “ETWCapture.exe” is copied /exist.
From Explorer window = Right Click = Run as administrator.

OSDisk (C) » temp > Tosend * Win10Release » Test
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~
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[#5] ETWCapture.exe 10/30/201912:23 .. Apolication 628 KB
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2. Launch From command prompt

To launch from command prompt, make sure to run command prompt in admin mode.
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Traverse to the directory where “ETWCapture.exe” is copied /exist.
>> /[ETWCapture.exe // Execute in command line

Application command line options

Application provides command line options to be able to enable ETW providers , start capturing traces,
stop ..etc.



List of options provided in command line.

> get
=  Prints all sList of Providers available with the system

= Note : Application will display only the providers registered with Windows Operating
system.

BN Select Administrator: Command Prompt - ETWCapture.exe - O x

> get <pattern-1> <pattern-2> <pattern-3> ...........<pattern-n>
=  Prints List of Providers matching the patterns
= A pattern may be a partial name, or the sequence oy keywords with wild card. Example
of pattern below
= get microsoft*tcp intel
=  This command lists the providers matching the provider name containing
microsoft*tcp, intel keyword.

ting p ders matching keyword "microsoft*tcp,intel”
Intel-ialPSS-GPIO

Intel-ialPS5-I2C

Intel-ialP

Intel-ial PSS

= Note : Application will display only the providers registered with Windows Operating
system.

> tracelevel
=  Prints the current default trace level set.
» Tracelevel <level>
= Sets the default trace level.
=  1:CRITICAL, 2:ERROR, 3: WARNING, 4: INFO, 5:VERBOSE
= [f tracelevel is not set by default “5:VERBOSE” is set.ss



» enable <providername-1> <providername-2> <providername-3> ...... <providername-n>
= Enable list of ETW providers for tshe trace
= <Provider name> : The provider name should be matching exactly as it has been
listed with the ‘get’ option.
When the command is successful the message will be prompted with successful

:enable Intel-ialPSS-GPIO Microsoft-Windows-Tcpip-SQM-Provider Intel-ialPSS-I2C

EnableProviders successful

If any of the providers failed to be enabled then appropriate error message will be
shown with provider name as shown below

:enable Intel-ialPSS-GPI0 Microsoft-Windows-Tepip-SQM-Provider Intel-ialPSS-TI2C Intel-ERROR
Enable providers Failed for few Selected providers
Review the Errors below. Check for exact name for providers and retry . View NPK-Capture-Bin.txt file for more info

Tntel-ERROR, Failed with error code : 87

> enable
<providernamel>| [optional]<tracelevel> | [optional]<matchanykeyword> | [optional]<matchall
keyword> <providername2> <providername3>.....
= Enables providers with individual options
= <Tracelevel> - optional : Trace level can be one of following values as given
below
e 1:CRITICAL, 2:ERROR, 3: WARNING, 4: INFO, 5:VERBOSE
e |IF none of the tracelelevel options provided then default level set from
<tracelevel> command will be used. Refer tracelevel command for more
info.s
= <matchanykeyword>: optional : The mask value to filter specific keyword (in
number only). By default matchanykeyword is set to 0 if its not provided.
= <smatchallkeyword >: optional: The mask value to filter all keyword which
matches(in number only). By default smatchallkeyword is set to O if its not
provided.
= Sample for enabling providers with individual optionsss
GPI0|2|255|111 Microsoft-Windows-Tcpip-SQM-Provider|3|1 I
= Note: All above options are optional , these options can be set for each provider
when enabling multiple providers if specific tracelevel and other options need
to be set individually.
> disable <providernamel> <providername2> <providername3>.....
= Disable providers . The providers should be already enabled in order to disable
providers successfully , otherwise it will fail.
» Start

= start Trace, which will start capturing real time traces from ETW.
= The output filename also will be printed when the trace is successful. The file name will
be generated uniquely and stored in the same application directory.



:start
StartTrace successful
Do not close the application
To stop press Enter eny key..
= Make sure to not to exit the application to continue capturing live traces. If the
application is stopped or closed Capturing will be halted and there will not be any traces
captured in the file.
= To stop the live traces press “Enter” key . This will create “ETWTRACE-*.bin” file in
“C:\ProgamData\ETW-Traces” directory. Pick up the trace file generated with the latest
modified date in the directory.
> q/stop/exit
= To exit application type ‘q" or ‘stop’ or ‘exit’ and press enter
Note: The application should be running for the whole session to capture tracing for the providers
enabled. If the application exits or terminated all ETW tracing configuration is lost , and it need to be
done for each new session.

Trace Files

The Trace file names are auto generated starting with ETWTRACE_<timestamp>.bin file for each trace
session. The captured traces will be stored in “ETWTRACE-**.bin” file in “C:\ProgamData\ETW-Traces”
directory. Pick up the trace file generated with the latest modified date in the directory. Later the file
can be imported from PVT for decoding.
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Log file
There’s a log file “NPK-Capture-bin.txt“ created in the same application directory to view the detailed
log and error information.
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Decode from Eclipse:
1. Import file to eclipse

a. Open Eclipse Trace project / Create new trace project.
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b. Right click on “Capture” in “project Explorer” , = Import—> Trace Capture
c. Click on “Browse” button and locate the “ETWTRACE*.bin” file which is captured.
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d. The Imported trace file will be shown under capture directory in project explorer
window

Decode:
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Right click on imported trace file under “Capture” directory and click on decode to decode the

traces.



Sample decode

d Traces shown below.

2 newproj2 - System Trace - MessageViewDD! - Eclipse - x
File Edit Navigate Search Project Run Analyse Window Help
8- DRI IE-E e @A e D [icrces]! & | BB
[ Project Bxp... &7 cs = A [E]Messagelien001 52 = g
B% T Dl Aueseol [F e 0| s o =
© (& TraceProject
v B copture Time Source Summary MasterlD ~
S e 6 +00:00:00.001121023432p8 Windows  Microsoft-Windows-TCEIP-->TCP: Connection OXFFEFBDSSR23SFOL0 (10eal=127.0.0.1:51158 remote=127.0.0.1:S1157) exists. State = EstablishedState . PID ... 0%0100
(= configuration 7 +00:00200.00134544531368 Windows  Microsof TeRIR-—>TCE: OXFFFFEDSSSDEBIAED (local=10.223.136.29:7680 remote=10.66.249,230:64929) exiata. Stave = TimeWaitState . ... 050100
v [ sessions 8 +00:00:00. 0015685390630 Microsoft-Windows-TCPIP-->ICR: connection OXFFEFBDSSROBCEA00 (1ocal=10.223.138.29:50702 remote=10.224.224.80:912) exists. State = CloseWaitState . ... 0%0100
5 ETW_2019_10_20 164725 TS g +00:00200.00178371083%58 Microsor TeRIR-—>TCE: OXFFFFEDSSAIEF3420 (local=10.223.138.29:51172 Temove=10.66,245.170:7630) exiata. Stave = EstablishedState... 050100
= timelines 10 +00:00:00.00200856250088 \lcrosoft-Windows-TCIP-—>ICR: connection OXFFEFBDSGR0SBCCO (1ocal=10.223.139.29:49554 remote=40.90.189.152:443) exists. State = EstablishedState ... 0%0100
11 +00:00200.00223581250858 m TeRIR-—>TCE: 0xi£SFEDISSFBETOLO (local=127.0.0.1:51152 remote=l27.0.0.1:51159) exists. State = EstablishedState . PID ... 0x0100
12 +00:00:00.002448070313p8 Windows  Microsoft-iindows-TCEIP-->TCR: connection 0xfFSFBDSGR2BDECCO (10cal=10.223.139.29:7680 remote=10.6€.128.112:59934) exists. State = EstablishedState... 0%0100
13 +00:00:00. 0026675000085 Wandows ndSlia-TceTE- AfGEs OHEEEEEDRSSFEIEOLO (1ocal=127.0.0.1:51156 remote=l27.0.0.1:51155) exists. State = EstablishedState . PID ... 0X0100
1 +00:00:00.002878148432E8 Hindows rcp1pfsrce: OxEFFFEDRSA0392010 (local=10.223.138.29:51110 remore=10.223.244.30:7620) emisca. State = EstablishedState... 0z0100
15 +00:00200.003111828125p8 Windows indows-1GPIE-—+IGE: Connection OxEESFBDEPA0DECOL0 (local=127.0.0.1:51157 remote=127.0.0.1:51158) exists. State = EstablishedState . PID ... 050100
18 Trace Capture 32 == 16 +00:00:00.00338290625088 Hindows SASis ICPIP->18: UHeerface rundswn: Interface = 1, Compartment = 1, Metric = 75, Comnected = TRUE , Linkspeed = 0 bps, Physicaldediuml... 0%0100
i +00:00200.00362259375008 Widows  Microsoft-Windows-TGEIR-—>IE: Im rundows: Interface = 3, Compartment = 1, MeGric = 5, Gonnected = FALSE , Linkspeed = 18446744073709551615 b... 0%0100
N 18 +00:00:00.00324277343268 fdows  MigESsoft-Windows-TCPIP-->IP: Intekfase rundswn: Interface = 19, Compartment = 1, Matric = 35, Connected = TRUE , Linkspeed = 100000000 bps, Physic... 0x0100
Decode and display trace data 19 +00:00200.004061226563p3 Windows  MicTosS rundoynInserface = 1, Compartment = 1, Metric = 75, Connected = TRUE , Linkspeed = O bpa, PhysicalVediumT... 0x0100
Automatically extract trace data 2 +00:00:00.00427838281268 Windows  Microsoft-windows-TCPIP——>1P: Interface rundown: Interface = 3, Compartment = 1, Metric = 5, Connscted = FALSE , Linkspeed = L2446744073709551615 ... 020100
Configure torget during capiure start and 21 +00:00200.00448767965308 Windows  Microsofo-findows-TCPIP->TP: Tnterfave rundown: Tnverface = 19, Compartment = 1, Mewric = 35, Comnccted = TRUE , Linkspeed = 100000000 bps, Physic... 00100
Microsoft-Windows-TCPIP-->P: Interface rundown: Interface = 19, Compartment = 1, Metric = 35, Connected = TRUE, Linkspeed = 100000000 bps, PhysicalMedium ype = NdlisPhysicalMediume02_3, NetworkCategory = Public. IntemetConnectivityStatus = NolnternetConnectivity, Flags = Ox1 C2E6102880, Address = 0.0.0.0 Ignore IPvd address), IPV6 address.
ForTIDT wzrTTID WIS FTCToSOTTS = TCP T TF T KOUTE TUNOWT TITEr TaTe =T, =rrrere=n T T TexTIOp = Tz =Hr—rxUT
u +00:00:00.00525335937558 Windows  Microsoft-Windows-TCPIP-->IP: Route rundown. Interface = 19, Compartment = 1, Prefix = 10.223.139.20/32, NextHop = 0.0.0.0, Mstric = 256, State = A... 0z0100
25 +00:00:00.005471476563p3 Windows  Microsoft-Windows-TCEIP-->IP: Route rundown. Interface = 19, Compartment = 1, Prefix = 10.223.139.255/32, Nexthop = 0.0.0.0, Metric = 256, State = ... 0x0100
2% +00:00:00. 0056872343755 ndows  Microsoft-Windows-TCPIP-->IP: Route rundown. Interface = 1, Compartment = 1, Prefix = 127.0.0.0/2, Nexthiop = 0.0.0.0, Metric = 25, State = Alive ,... 0x0100
z +00:00:00.005915414063p3 Windows  Microsoft-Windows-TCEIP-->IP: Route rundown. Interface = 1, Compartment = 1, Prefix = 127.0.0.1/32, Nexthop = 0.0.0.0, Metric = 256, State = Alive ... 0x0100
2 +00:00:00. 0061335625008 Windows  Microsoft-Windows-TCPIP-->IP: Route rundown. Interface = 1, Compartment = 1, Prefix = 127.255.255.255/32, NextHop = 0.0.0.0, Metric = 256, State = ... 020100
29 +00:00:00.006414304688p3 Windows  Microsoft-Windows-TCEIP-->IP: Route rundown. Interface = 1, Conétment = 1, Prefix = 224.0.0.0/4, Nexthop = 0.0.0.0, Metric = 256, State = Alive ,... 0x0100
30 +00:00:00. 0066402656258 Windows  Microsoft Alindews-TCPIP-—>IP: Route rundown. Interface = 3, Compastment = 1, Prefix = 224.0.0.0/4, NextHop = 0.0.0.0, Metric = 256, State = Alive ... 0x0100
% Warning: No active configuration. 31 +00:00:00.006358445313p8 Windows 1nows-TCPIR-->1F: Route rundown. Interface = 19, Compartment = 1, Prefir = 224.0.0.0/4, Nexthop = 0.0.0.0, Metric = 256, State = Alive ... 0x0100
2 00707658375 0ps Fitdows fdcws-TCPTR-—>1P: Roure rundown. =1, Con: -1, x = 255.255.255.255/32, Nexchop = 0.0.0.0, Metric = 25¢, State = ... 0x0100
9 Target Connection 33 = = 33 +00:00:00.007284523438p8 foows niows-TCPTP-885 Route, Hinown 3. Comp = 255.255.255.255/32, Nextop = 0.0.0.0, Metric = 256, State = ... 0x0100
fFFEEE u +00:00:00.0075518671 528

Target Type:  ICL-PCH LP AD Red
Connected:  Offline Mode

CCA + [DbC for fast memory
extraction]

Target Status: Unknown
Cores Status: Unknown

Connection:

Lock Status:  Unknown Update

@ 1mport completed with 915 Messages.

H Q Type here to search

Relors Seldws-TCPIESS1P: Boute rumdbwn.

18, Gompartment & 1, Prefix - 295.255.255.255/32, Nexciop

0.0.0, Mecric = 256, State =... 0x0100

35 00.007234492183ps - indus-TCE{B==>1P: Route rusdim. 1 rent = I, Prefix = ::1/123, Nextop = :1, Metric = 25¢, State = Alive , Origin =... 0x0100

3 0.006213860537gs Windojs _inddus-TCEIE->1P: Route ruddewn. 3 rent = 1, 8 /64, Nexchop = ::, Metric = 256, State = Alive , Origin... 0x0100

7 +00:00:00.008455476562ps Windows - 1ndgus-TCPIE=L>1P: Route rusdewm. 18, Compartment = 1, Prefix = fesd::/64, Nexthop = ::, Metric = 256, State = Alive , Origi... 0x0100

] +00:00:00.006716875000p3 Windowa | Miicrosofc-fiindaws-TCPIE IP: Boute mindown. 3, Cdmpescment 5 L) Prefix = feg0::24bd:4378:5ccdsldSe/128, NextHop = i1, Meoric = 256, St... 0x0100

30 +00:00200. 008950640625ps Windows ndevs-TCPIP i Roarefiuncown. aaf Comparenent =1, 20::30b9:30ar 22722 4425/128, NextHop Metric = 256, S... 0%0100

) +00:00:00.005169076125p3 Windows indows-TCPIB-—»IE: Auuce rundown. Interface = L, Compartment = L, Preiis = ££00::/%, NextHop = i1, Metric = 256, State = Alive , Origin ... 050100

@ +00:00200.009399445313ps Windows indovs-TCPIP-->IP: Route rundown. Interface = 3, Compartment = 1, Prefix = £00::/8, NewtHop = ::, Metric = 25¢, State = Alive , Origin ... 00100

42 +00:00:00.00961408593%p3 Windows indows-TCPIE-—IP: Boute rundown. Interface = 19, Compartment = 1, Prefix i/8, Nextop = ::, Meuric = 256, Stave = Alive , Origin... 050100 v
< >
& Console 2 essage D tio g BB mE-r=0
System Debug
16:39:48 [INFO ] Using System Trace installation from 'C:\Intel\TraceHub\' -
16:47:35 [INFO 1 Import in progress v
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